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REMOTE CONSOLE EMUI.ATOR FOR COMPUTER SYSTEM MANAGER 



ABSTRACT 

A remote console emulation for a coo^nrtex sye-tein manager 
operates ty transferring video screen linages from system memory 
to the remote console and by inserting keystrokes from the 
5 remote console into the system keyboard controller. This 
emulation constitutes a mairked improvement over prior aort 
emulations because it does not require softweLte on the host 
system. 
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15 "ThB present invention relates to emulation systems ana, 

more paz±ictilaLrly, to remote console emulation systens. 



fintaation Is veil known ^ those skUled In the coirputer 
arts as the imitation of all or part of one cooputer system hy 
5 another so that^ for exanple, the imitating cooputer system 
accepts the same data, executes the same programs^ and achieves 
the same results as the imitated system. 

E^Biulation has heretofore been used \d.th respect to 
oonsolee* fCtmt Le, secondary or remote consoles have been added 

10 to host systems and have been caused to operate via emulation of 
the host' s primary console. Via sxach mechanisms, increased 
control over host systems can be exercised with relative 
efficiency and ease. 

Prior art remote console emulators have a number of 

15 shortcondngs however. Such emulators all require at least some 
software running in the host system in order to operate. This 
software must be appropriately tailored for the individual host 
with vhich it is to be lased, V9hich increases conplexity and cost 
of development and inst^alation, and decreases host performance. 

20 Tidditionally, because host running software is required for such 
emulations, if the host fails, the emulation fails also. It is, 
therefore, a shortcoming and deficiency of the prior art that 
remote console emulations have heretofore not operated 
inaepenflently of the host system, ^le still efficiently and 

25 easily increasing the level of control over the host system. 

TChe present invention overcomes the shortcomingB and 
deficiencies of the prior art by providing a remote console 
30 emulation for a congpoter system manager that operates lay 
trans ferriztg video images from system memory to the remote 
console aai by inserting keystrolses from the remote console into 
the system keyboard controller* O^iis emulation constitutes a 
marked improvement over prior airt emulations because it does not 
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require softwgu:e on the host systeiiu 

Accordingly, it is an clbject of the present invention to 
provide a sinple^ but effective, remote console emulation for a 
coniyuter system manager. 

Ax>ather oibject of the present invention is to provide a 
remote comde emulation that does not require aiy software on 
the host system. 

•nxe invention may be better understood and its numerous 
objects, features and advantages become eqpgparent to those 
skilled in the art by referencing the accompanying drawings in 
\drLch: 

FIG- 1 is a block diagram of a cooputer network having an 
EISA based ccnputer system and a eooputer system martager 
installed therein; 

FIG. 2 is a block diagram of the system manager of FIG. 1 
\^ch illustrates information flow to and froov as well as 
within, the system manager; 

FIG. 3 is a low level block diagram of the system manager 
of FIGS. 1 ax^ 2; 

Fia 4 is a partial block diagram of conponents in an 
embodiment of the present invention; and 

FIG. 5 is a block diagram illustrating keystroke insertion 
in an envbodiment of the present invention. 

Referring first to Fia 1, an extended industry standard 
architecture (or "EISA-) based oonputer network 10 having a 
system manager 22 shall now be described in detail. *I*xe 
conputer network 10, ^^ch may be configured as eitiser a IAN, 
WAN, or other type of network configuration, includes an EISA 
server 12 having an EISA system board/bus 13. It should be 
noted that the EISA system board and EISA system bus are, in 
reality, distinct structures- However, for ease of illustration 



they are shown in FIG. 1 as a uni£ied element. Henceforth, to 
facilitate undtexstanaing, references to element 13 shall 
specifically indicate ^^hich portion of the unified element is 
being considered. 

5 Installed on the EISA system board 13 are a pliarality of 

cairds inclixSling a syst^ manager 22, an EISA network interface 
adapter 24, and an intelligent disk array controller device 26. 
Also running on the EISA server 12 is a network operating system 
14, vdvLCh is shown to include a network management agent 15. 

10 Interconnecting the system manager 22 and the network 

management agent 15 is a system manager device driver 16. 19ie 
system manager device driver 16 acts as a bi-directional 
translator for all requests to and from the system manager 22, 
thereby providing two-^way communication between the system 

15 mauiager 22 eund the network management agent 15. Through this 
interconnection between the system manager 22 and the network 
msmagement agent 15, the network manager 15 may store 
information in, or receive information collected by, the system 
manager 22. 03:^1 ect management by the system manager 22 may, 

20 therefore, be performed by the network management agent 15 by 
issuing imtructions to create, modify, reset, or dear objects 
stored in the system manager 22. 

The network management agent 15 also operates as a central 
collection point for the EISA server' s network management 

25 information toy acting as a link between the system manager 22 
and other cards installed on the EISA system board 13 and the 
host conputer network. More specifically, also installed on the 
EISA system bosuxl 13 in the mtwork shown in FIG. 1 are an EISA 
network interface adapter 24 and an intelligent disk array 

30 controller device 26, The network operating system 14 connects 
the EISA system board 13 and, via network interface device drive 
18 \^ch operates in a manner similar to the system manager 
device driver 16, the network interface adapter 24 for two-way 
data transmission therebetween. Furthermore, as the network 



interface ac3apter 24 is connected for two-vay data transmission 
with the network 2B, a two-way communication link between the 
system manager 22 and the network 28 is thusly provided. Uie 
network 28 is the interface of the network component via the 
network media. T!he x»twork 28 may be configured in a Token 
Ring, Ethernet or other network topology in use today, to 
control thB access of multiple computer stations to the network 
28, although, in the enibodiinent of the invention described and 
illustrated herein, a single conputer station 30 has been 
provided- 

An intelligent disk array cOTtroller device driver 20 
which, like the network interface device driver 18, operates in 
a manner similar to the system manager device driver 16, 
provides for two-way data transmission between the system 
mamger 22 and, via the network operating system, the 
intelligent disk array ccaxtroLler device 26- The intelligent 
disk array controller device 26 provides disk storage for the 
EISA system board 13* 

Also shown in Fia 1 are a local network manager console 36 
ax^ a renote system manager cOTSole 34. Uie local network 
manager console 36 is connected to the network operating system 
14 toy an in-band network 42* Hie remote system manager console 
34, with an associated remote coneole device driver 38, is 
connected to the system manager 22 by an out-of-band, 
asynchronous line 40. 

Referring x»xt to PIG. 2, the flow of data and alerts 
within the system manager shall now be briefly described. As 
discussed in detail in other of the related cases, the system 
manager 22 has the ability to monitor syst^ components and 
paraateters. If a coinponent eaqperlences a failure or exhibits 
characteristics that indicate it may experience a failure, the 
system manager detects the failure or duuncteristic indicative 
of a potential failvoe and reports it to a system administrator 
so that corrective action can be taken. 



As may be seen in FIG. 2, data may be utilized to 

monitor system cooponents and/or parameters indicative of 
potential failxires may be supplied to the system manager 22 
along four paths. First, the EISA bus 28 s\J55>lies certain 
signals to a bus monitor 44 \ghich help determine the state of 
the system. These signals are then transferred to processor ai^d 
supporting logic 52 \4iere determination of alert condition axe 
determined. If an alert condition is determined by the 
processor and evqpporting logic 52, an alert condition is issued 
to ccmmunicaticm elemsxxt 54 ^ahere an alert is issued. 
Asynchronous or oot-of-band alerts may be delivered to the 
system monitor 34, a pager 56 or to a phone 58, 

Other signals for ^ghich alert conditions may be determined 
may be delivered to the processor and sij^jporting logic 52 by 
alternate paths. For example, system teaperature is monitored 
by a temperature monitor 48 and ti^nsmitted to power /supply 
elements 50 Where analog to digital ccatversi«i of the 
tenperature data is delivered. Also transmitted to the 
power/supply elements 50 are certain power signals vAiich 
indicate whether the system manager is receiving power from the 
EISA bus 28. fXhese signals are transmitted to the processor and 
sx:5>porting logic 52 for determination of alert conditions as 
veil. 

Finally, a bus master interface 46 is used to transfer 
certain signals from the network management system to the 
processor and stgpporting logic 52. 

According to the teachings of the present invention, 
through the link between the communications elements 54 of the 
system mauiager 22 and the remote console 34, significmt control 
of the system manager 22 can be performed fron a remote 
location. From the rwote console 34, remote console emulation, 
access to stored data and remote control or "r^^ooting** may be 
performed. Remote console emulation or "hard key insertion" 
permits keystrokes at the remote console to be delivered to the 
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system manager 22 as if they were Input locally- Throu^ the 
hard key insertion, "soft" reboots are emulated hy 
simultaneously ix»erting "cwntrol"--"alt"--"del" to actuate a 
reboot of the system manager 22. While not being able to 
5 actuate a cooplete "hard" reboot, the remote console 34 can 
simulate a hard reboot by selectively removing power from system 
components. Further details regarding remote console emulation 
are set forth herein below. 

JReferring aaext to FIG. 3, the structural configuration of 

10 the system manager 22 shall now be described in greater detail. 
The system manager 22 is ccnprised of a bidirectional control 
processor bus 67 and a series of system manager components 
connected to the control processor bus 67 for the transfer of 
address, data and control signals between various ccnponents of 

15 the system manager 22. Connected to the control processor bus 
67 are a control processor 68, random access memory 60, read 
OTly memory 72, a real time clock 74, control processor 
arbitration logic 76, a bus master interface 78, control 
processor transfer l^uffer logic 80, voice synthesis logic 82, a 

20 modem 84, a host bus monitor 86, a touch tone decoder 88, 
universal control /status registers 90, a universal asynchronous 
receiver transmitter (or "UAKT") 92, a UABT interface 94, a 
power mode ccnxtroller 96, an analog-to-digital converter 98; and 
inflirectly a battery 100 and a battery charge indicator 102. 

25 Because the related cases are filled with details regarding 

the structure and operation of the system manager 22, only those 
details shown in FIG. 3 that are directly pertinent to the 
present invention shall be discussed herein. Becognizing that 
the present invention involves emulation of the local console 36 

30 by the remote console 34 (see Fia 1), the system manager 22 is 
disposed between those two consoles 36, 34 with the local 
console 36 interfacing >d.th the hws master interface portion 78 
of the system manager 22, and with the renote console 34 
interfacing with the modem 78 or UARX portions 92, 94 of the 
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system manager 22. Itie system mamger' s local memory 70^ 72, 
\9h±ch is cox^nected to the csontrol processor bus 67, also i>lays a 
role in trazsfer of video signals in einbodiments of the present 
invention as is discussed further belcw. Additionally, logic 
5 76, 80 within the system manager 22 that is associated with the 
bus master interface 78 allows for bus master input/output 
transfers within the overall data ooonnunications networ3& Ihis 
is significant becatjse, as is discussed fiorther below, transfer 
of video and keystroke signals are effected by bus master I/O 

10 transfers in embodiments of the present invention. 

deferring next to Fia 4, there is shown a partial block 
diagram of components in an embodiment of the pzresent invention. 
Specifically, shown in FIG. 4 is the remote console 34 which is 
to effect emulation of the local network manager console 36 

15 (only the 3ceyboard of \^ch is shc^m in FIG. 4). 

NechanicsLlly, an EISA system board 13 is inseirted into one 
of the bus master EISA bus slots 106 on the overall system board 
12. As is wall known to those skilled in the art, the system 
board comprises, in additional to the bus slots, a system memory 

20 110, a CPU 112, and a los^soard controller 114. The memory 110, 
CPU 112, and controller 114 are all conventional, and are all 
connected in a conventional manner. 

Embodiments of the present invention effect remote console 
emulation by performing at least two steps. One of the stex3S is 

25 transferring video signaLls as are displayed on console 36 to 
comde 34. The other step is to insert keystrokes from the 
console 34 into the keyboard controller 114 as if those 
keystxo)cea had originated at the keyboard of console 36. Ttxe&B 
two step© are discussed immediately belcw; 

30 With respect to transfer of video signakls, in an embodlinent 

of the present invention video signals are transferred from the 
video memory portim of the system memory 110 via bus mastering, 
niese video signals are transferred screen by screen. In board 
113 subsequent "screexss" are compared to imnediately preceding 
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sc3ceei» ana the doterndned differences are congpressed and sent 
over the asynchronous line 116 to the remote console 34, By 
this mechanism in embodiments of the present invention may 
effect emulation or reproduction of screen images at a remote 
console application. 

With respect to transfer of Iceystzokes, reference should 
now be i»de to Fia 5* FIG. 5 shows keyboard 36 interconnected 
to the ccaiventional keyboard controller 114 via a conventional 
serial port 118. In normal practice, as is wall kncK^ to those 
skilled in the art, teystrokes from keyboard 36 are directly 
transmitted to the COTtroller 114 ^*erein they may be accessed 
and \ised by the host CPU 112, de present invention inserts 
keystrokes into the above chain by talcing over the system bus 
and issuing separate commands by doing a bus master I/O 
transfer. More specifically, in exribodiments of the present 
invention the board 113 issues an echo ccomand vAiich indicates a 
simulated keystroke follows. By this mechanism, the board 113 
effectively "tricks" the host system into thinking keystrokes 
from board 113 (and, of course, xaltimately from the remote 
ccMde 34, %dhich sends those keystrokes to be simulated to the 
board 113 over the asynchronous line 116) came from the local 
console keyboard 36. 

llioee skilled in the aurt should appreciate how the present 
invention effects remote console emulation. TSiose skilled in 
the art should further aiipreciate that emulation as taugpit 
herein cOTStitutes a marked improvement over prior art methods, 
particularly because it does xKvt require software on the host 
system, but also generally becaxise of the simple, 
strmightforward, but yet effective manner in T^diich it operates. 

miose skilled in the art will recognize that many 
modifications and variations besides those specifically 
mentioned may be nade in the techniques described herein without 
departii^ substantially from the concept of the present 
invention. For example, a security mechanism can be built into 
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the pr«8ent invention using the touchton© decoder coB5>caient 88 
shown in FIG. 3. Further aetails regarding inclusion of such a 
mechanism may be found in the related cases incorporated herein. 
Accordingly, it should be clearly understood that the form of 
the invention as described herein is exenplary only and is not 
intended as a limitation on the scope of the invention. 
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE PROPERTY 
OR PRIVILEGE IS CLAIMED IS DEFINED AS FOLLOWS: 

1. For a ccvnputer nelzMDrk having al: leas't cane ccsnputer 
syst«n operatabLe therein, said ocangpwter system having a 
plxirality of oooponents inctercoaMiected by a system JyuB for 
transferring information between said conponents, said conputer 

5 system further have a local console and a remote console, a 
remote console emulation of said local console conprlsing: 

a system memory having a video memory portion in which 
screen Images of said local console are stored; 

means for transferring screen images from said system 
10 memory to said j?emote console; 

a keystroke controller connected to said local console 
so as to receive signals relating to teystrokes therefrom; and 

means for inserting keystrokes from sedd remote 
console into said keystroke controller. 

15 

2. A remote console emulation as recited in Claim 1, 
%dierein said means for transferring comprises a coRSniter system 
mamager. 

20 3. A remote console emulatioi as recited in Claim 2, 

v^erein said means for inserting also ccoprises said ccnputer 
system manager. 

4. A remote console emulation as recited in Claim 3, 
25 v^erein said cooputer system manager and said remote console are 
interc^inected by an asynchronous line. 
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